IEC 60870-5-102 Test Program WinPP102 Short Description

Overview

WinPP102 is a test and simulation program for the transmission of integrated totals protocol
IEC 60870-5-102. You can monitor the Messages of an existing link or simulate the Master
or the substation. Interfacing to the telecontrol equipment is done via the serial interface
COM. The program supports two COM interfaces. It is possible to run the program several
times simultaneously and thus support several COM interfaces. Do you want to monitor the
command and monitoring direction simultaneously, you need two COM ports. For simulation
a COM port is sufficient.

For test purposes it can also be used as a “Format 1.2" or as a “Byte” receiver, here you may
set the parity, number of data bit and stop bit.

System Requirements: Windows 7, Vista or XP, Pentium, 100 MB RAM, 100 MB Disc, at
least 1 COM port, USB port for dongle, VGA or better.

L3 WinPP102 - SeTel.st2 [ |
Eile Mode Send View Parameterize Filter Help 9 9 | - I - ] C]I[:]
Received Error Transmitt. Error L-Rec L-Tr CoM Baud Function Procedure
Rec/Tri 4 ] 4 ] o ok 4 9600 Master unbalanced
Rec/Tr 2 0 ] 0 0 . = 2 9600 Manitoring unbalanced
Online Messages, logical, with time, with link
148 PI 05:21:45,920 COM4 Start Master unbalanced 3600 Baud RI: 070 TI1: 0/0
13 T1 0%:21:45,933 d=0,013s
Link 5 Regquest status add=1 £549: res=0 prm=1 fcb=0 fcv=0
20 Rl 095:21:45,968 d=0,035s=
Link ¢ Status of link add=1 £0B: res=0 prm=0 acd=0 dfc=0
21 Tl 09:21:45,968 d=0,000s
Link : Reset link add=1 £40: res=0 prm=1 fcb=0 fcv=0
22 R1 05:21:46,006 d=0,038s
Link : Single character SE5S
23 T 0%3:21:46,007 d=0,001= add=1 Link ok
24 Tl 09:21:46,055 d=0,048s
Link : Reguest data 2 add=1 £7B: res=0 prm=1 fcb=1 fcocv=1
25 FE1l 0%9:21:4&,103 d—=0,048s
Link E Reguested data add=1 £08: res=0 prm=0 acd=0 dfc=0
Type E 70=End of initialization
Cause ¢ 4=imnitialized
Station B= & List=0
Cbiject E 7 RIU local reset
28 Tl 09:21:48,987 d=2,884s
Link : Regue=t data 2 add=1 &5B: res=0 prm=1 fcb=0 fcv=1
27 FE1l 0%:21:4%9 02% d-=0,0423
Link E Reguested data add=1 £08: res=0 prm=0 acd=0 dfc=0
Type E 1=5ingle-point information with time tag
Cause E S=reguest/ed
Station B= & List=18
Cbiject = 12 CH id=0 WLD=3 03.04.2013 09:21:48,937
ﬁﬁi'lm .| Online messages Lag filter: Off Output filter: Off Log: Log.lg2 Text: BspText2.csv

Fig. 1 WIinPP102, Online message display

You can configure the following parameters for example:

Program function (monitoring, master, station, byte receiver)
Length of link address

Structure of common address

COM Port, Baud rate

Use of the single control character E5

Q. 8NV
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IEC 60870-5-102 Test Program WinPP102 Short Description

Send messages

There are 12 single messages and 12 message lists available. In a list you can parameterize
up to 3000 objects. The transmission instigation for the messages and lists takes place via
operation or via an event. An event can be: reception of a particular type of message or
successful establishment of a link. You can then send messages and message lists.

The parameterized messages and lists can be saved and loaded. For test purposes you can
send illogical link and data messages. For examples: send NACK instead of ACK, do not
toggle the FCB bit, use private ASDU, send the check character incorrectly, etc.

The transmitted messages are parameterized logically, see below.

P

B Licts parameterize, right click=load/save file. = [= @
Designation |Test all types
Send instigation by | Dperation " Typen |7
List/Ohj. to be sent how often 1 Transm. |1
MNumber of objects pertransmission ‘ 0
Waittime after transmission ‘ 0
Link address | 1 'I
Common address | 0- 3 List number 1
Period of time @ oooooo [1ETI[2 PTIEITISEV (IS0
Ino  |Acti.. | Type Cause | Ohbj.a.. | Information Clualifier| *
1 [¥] 1=Single-point information with time tag ] 1 1=08. 1 L I
2 [¥] 2=Accountig integrated totals/4B 3 2 999939 0 [:
3 [¥] 13=Accountig integrated totals 3B 3 3 9999 L Il
4 [V d=Accountigintegrated totals/2B 3 4 99 L I
] [&] a=Penodically reset accounting I 3 5 ggaess 0 L [l
G [¥] 'B=Perind reset accounting [T/3B 3 B gagss 0 Il.
7 [ 7=Perindically reset accounting IT/2B i3 7 gaes L Il
g [¥] 8=0perational integrated totals/48 i3 8 STy, il
g [¥] '9=0perational integrated totals/38 3 g -EBEER il
10 [¥] 10=0Operational integrated totals/2B 3 10 -BERR
11 [¥] 11=Pericdically reset operational IT/4E a 10 -44444444 0 L
12 [ 12=Period. reset operational [T/36 3 10 333333 4w
13 [¥] 13=Pericdically reset operational IT/2E 3 10 AeEE e
14 [¥] 70=End of initialization 4 10 [
15 V] ?1=Manufacturer and product specification of [T DT'5 10 RS b 2
x Transmit | I aE ‘ | Cancel ] | Help
1-13, 70, 71, 72, 100-123, F12 or right click = List
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The program checks the received messages for transmission errors, link faults and ASDU
faults. Faulty messages are marked as such. Every transmitted and received message is
allocated a time stamp and is stored in a Log file. The size of the Log file can be
parameterized. The messages in the Log file can be output to a printer or stored in a text file.

The Log file is organized as a circular buffer. When the file is full then the newest message
overwrites the oldest message.

Output filter

LY Parameterize output filter, right click=load/save filter. (o5
Filter selection Single point information - Delete ‘
Messages from [ 03042013 [@ 092
bessages until 1 0304203 @ 03:21
bMessage status [¥] error-free [ faulty
Message source VIR ¥ T1 VIR2 T2

Message numhber off - |1 off = |3:2
bessage lencgth off - |III | off = |IZI
Link function code off v] |III off - || 0
Link address off - |EI | off v|||:l
bessage type D | equal - |1 off vHIZI
Cause off - |III off - |IZI
List number off - |III off v||IZI
1 Commaon address 1 off - |III | off v”[l
2 Commaon address 2 off - |I:I off - ||:|
3 Address Inf. object of  ~||0 | off ~]o

(0] | [ Cancel ‘ |Besetfilter‘ [ Help l

0-255 F12 orright click = List
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